IMAMATKA
JJI1 OBYUAIOIINXCA O BE3OITACHOCTU B UHTEPHETE

C KaXIbIM TOJIOM MOJIOZEKH B HHTEPHETE CTAHOBHUTLCS OOJIBINE, A IIKOTGHUKH OJJHU M3 CaMbIX aKTHUBHBIX I10Jb30BaTENICH
Pynera. Mexny TeM, IOMHMO OTPOMHOTO KOJIMUECTBA BOSMOKHOCTEH, HHTEPHET HEeceT U Mpo0IeMbl. JTa naMsTKa J10JDKHA
oMoub Tebe Oe30IacHO HaXOIUThCS B CETH.

Kommerorepasie BUpyCHI

KoMmmbloTepHbIi BHPYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTPaMM, OTIMYUTEILHOW OCOOCHHOCTBIO KOTOPOit
SIBJISIETCSL CIIOCOOHOCTB K Pa3MHOXEHHUIO. B TOMOJTHEHHE K 3TOMY, BUPYCHI MOTYT ITOBPEIUTh WX TIOJIHOCTHI0 YHHUTOXHUTh
Bce (hailuibl M JaHHBIE, TOJKOHTPOJIBHBIE TOJIB30BATENI0, OT IMEHH KOTOPOTO OblTa 3alylleHa 3apaKeHHasi MporpamMma, a
TaKOKe MOBPEIUTH WM AK€ YHHUTOKHUTH ONEPAlMOHHYIO CHCTEMY CO BceMH (haiiiamu B 1iesioM. B GonbIIMHCTBE ciiydaes
pacrpoCTpaHsIOTCs BUPYCHI Yepe3 HHTEPHET.

MeToapl 3aLUTHL OT BPEJOHOCHBIX IPOTPaMM:

1. cnionb3yit coBpeMeHHBIE OTIepallMOHHBIE CHCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOTPaMM;
2. ITocTosiHHO yCTaHABIMBaH nauTH (LU(PPOBBIEC 3aIUIATKH, KOTOPBIE aBTOMATHYECKH YCTaHABJINBAIOTCS C LEJBIO TOPaOOTKU
MpOTpaMMBbl) M Jpyrue OOHOBJICHHUS CBOEH omepannoHHOW cucrteMbl. CkauumBail MX TOJNBKO ¢ O(UIMAIBHOTO caiiTa
paspabotunka OC. Ecnu cymiecTByeT peskuM aBTOMAaTHUECKOTO OOHOBJICHHSI, BKJIFOUH €T0;

3. PaboTaii Ha cBOeM KOMITbIOTEpE IT0]] PAaBaMH IOJIH30BATENS, a HE aIMUHHUCTPATOpa. DTO HE TMO3BOJUT OOJIBIIUHCTBY
BPEJIOHOCHBIX MTPOTPaMM HHCTAJUIUPOBATHCS HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Vicrionb3yil aHTUBUPYCHBIE MPOTPAMMHBIC MPOAYKTHI U3BECTHBIX MPOU3BOAUTENCH, ¢ aBTOMAaTHYECKMM OOHOBJICHUEM
0a3;

5. Orpannub GpU3HYECKHH JOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIMIL;

6. Vcrionp3yli BHEIIHHME HOCHUTENW WHQOpPMalMM, Takue Kak Quielika, MUcK Win (aiiin M3 WHTEepHeTa, TOJIBKO W3
MIPOBEPEHHBIX HCTOYHHUKOB,

7. He oTKkpbIBail KOMIBIOTEPHBIE (aiiibl, MOJYUCHHBIC U3 HEHAICKHBIX NCTOYHUKOB. Jlaxke Te (aiiibl, KOTOphIe TpUCIAI
TBOM 3HaKOMBIH. Jlyullle yTOYHU Y HEro, OTIPABIISLI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 310 He Bua mepenaun AaHHBIX, HE TEXHOJOTHS, a BCETO JIMINL OpeHn, Mapka. Eme B 1991 roxy HumepiaHmckas
KoMmmanus 3apeructpupoBasia Openn "WECA", uyto o0o03Hauanmo cioBocoueranue "Wireless Fidelity", koropslit
HEepeBOIUTCS KakK "0ecrpoBOIHAsI TOUHOCT".

Jlo Hamero BpeMeHH JIOIIIa Ipyras ab0peBraTypa, Kotopas sIBISETCS TaKOU e TEXHOJIOoTHeH. ITo abbpesuaTypa "Wi-Fi'.
Takoe Ha3BaHKe OBUTO JAHO C HAMEKOM Ha CTaHAAPT BhICIICH 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoze o3Ha4yaer "BbICOKas
TOYHOCTB'".

[a, GecrulaTHBIN HHTEPHET-IOCTYI B Kade, OTEISIX U adpOoIopTax SBISETCs OTIHYHOH BO3MOKHOCTBIO BBIX0JJa B HHTEPHET.
Ho mMHOTHE 3KCIIepTHI CUUTAIOT, UTO 00IenoctynHbie Wi-Fi ceTn He sSBISTIOTCS 0€30TaCHBIMH.

CoBeTsl 10 6€30I1aCHOCTH PabOTHI B 00LIEA0CTYIHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nuuHyr0 nHpopmanuio yepes oomenocrynasie Wi-Fi cetu. Paboras B HUX, *KelaTenbHO HE BBOJIUTD
MapoJIM JOCTYIA, JIOTUHBI U KaKHe-TO HOMepa,

2. Vcnonp3yit U OGHOBJISI aHTHUBHPYCHBIE TIpOrpaMMbl U OpaHamayep. Tem caMbIM Thl 00€30MacHIlb ce0st OT 3aKayKHh
BUpYCa Ha TBOE YCTPOMCTBO;

3. Ipwu ucnonp3oBanuu Wi-Fi otkmoun ¢yrkimro "OOmuid [ocTyn K ¢ainam u npuaTepam". JlanHas GyHKIUS 3aKpbiTa
10 YMOJTYaHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATENIN AKTUBUPYIOT €€ JUIi yJ00CTBa HCII0JIb30BaHUs B paboTe min yueoe;

4. He ucnone3yit nyonuunbeiii WI-FI ans nepenaun TUYHBIX JaHHBIX, HAPUMED U1 BBIXOJIA B COLIMAILHBIC CETH WM B
AJIEKTPOHHYIO TOUTY;

5. Mcnonp3yit Tonbko 3amuiienHoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-aapeca BBOJH UMEHHO
"https://";

6. B moOmiibHOM TenedoHe oTkimoun GpyHkiuto "Tloakmoyenue k Wi-Fi aBromarnuecku”. He momyckait aBToMaTHYeCKOTO
MOAKITFOYSHHUS ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConuanbHble CETH

CounanbHble CETH aKTUBHO BXOJT B HAIY XKHM3Hb, MHOTHE JIIOAM Pa0OTAIOT M JKUBYT TaM IIOCTOSHHO, a B Facebook yxe
3apEeruCTPUPOBAaH MUJIIMAP/ YEJIOBEK, YTO SIBJISETCS OIHON CEIbMOI BCEX JKUTEJeW IuaHeThl. MHOIHe 10JIb30BaTeln He
MOHUMAIOT, YTO HH(OpPMAIH, pa3MeLIeHHas MU B COLIMAJIbHBIX CETSIX, MOXKET ObITh Hal/JleHa U UCI0JIb30BaHa KEM YTOHO,

B TOM YHCIIE HE 00s13aTeNbHO ¢ OJariMHU HAMEPCHUSIMH.



OCHOBHBIE COBETHI 110 OE30MAaCHOCTH B COLUATIBHBIX CETAX:

1. Orpanuub cnucok apy3eil. Y Te0s B APY3bsiX HE JJODKHO OBITH CIydailHbIX U HE3HAKOMBIX JIOJIEH;

2. 3amyiai cBor YacTHYIO Ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, JaTy TBOETO POKICHUS U IPYTYIO JIMYHYIO
uH(OpMAIHIO. 3T0YMBIIUIEHHUKH MOTYT MCIONB30BaTh Jake HH(POPMAIUIO O TOM, KaK Thl U TBOM POAUTENHN IUIAHUPYETe
MIPOBECTU KaHUKYIIBL;

3. 3amuiaii cBOIO pelyTaluIo - IEp>KU €€ B UUCTOTE U 33aBail cebe BOIpoc: XoTed OBl Thl, YTOOBI IPyrHe I0JIb30BaTENN
BHUJICJH, UTO THI 3arpyxaenis? [logymaii, mpexke 4eM 4To-To OITyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecnu TBI TOBOPUILB C JIOJbMU, KOTOPBIX HE 3HAEIIb, HE UCIOIb3YH CBOE pEaIbHOE UM U APYTYIO INYHYIO HH(OpMAIHH:
UMsl, MECTO XKUTEIbCTBA, MECTO y4eObl U IPOUEE;

5. N3beraii pasmenenus dororpaduii B IHTEepHETE, Iie ThI H300pakeH HA MECTHOCTH, TI0 KOTOPOW MO>KHO OIPEICITHTh
TBOE MECTOIOJIOKEHHE;

6. IIpu perucTpanuy B COIUAIBHOI ceTH HEOOXOJUMO HUCIOJIB30BaTh CIOXKHBIE IIApOJIU, COCTOAIIUE U3 OYKB U IUp U C
KOJIMYECTBOM 3HAKOB HE MeHee §;

7. s connanbHON CETH, MOYTHI U APYTHX CANTOB HEOOXOAMMO UCIIONIB30BATh Pa3HbIe mapoiu. Torma eciiu Te0s B3IOMAIOT,
TO 37I0YMBIIUICHHUKH II0JIy4daT JOCTYI TONBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

DJNEeKTPOHHBIE ICHbI'H

DJeKTpOHHBIE JEHBIH - 3TO OYEHb YAOOHBIN CIOCOO IUIaTeXeH, OJHAKO CYIIECTBYIOT MOLICHHHKH, KOTOPBIE XOTST
MOJIY4YHUTh 3TH JICHBTH.

ONeKTpOHHbIE JEHbTU MOSBUINCH COBCEM HEIAaBHO M UMEHHO M3-3a 3TOTO0 BO MHOTUX rocyJapcTBax A0 CHUX HOp He
MIPOTIMCAHO NP0 HUX B 3aKOHAX.

B Poccun ke oHM QyHKIIMOHUPYIOT M O HUX YK€ IPOIICAHO B 3aKOHE, TIe UX Pa3AeISIOT Ha HECKOJIBKO BUIOB - aHOHHMHEIE
U He aHOHMMHble. Pa3Huna B TOM, YTO aHOHHMMHBIE - 3TO T€, B KOTOPBHIX pa3pellaeTcs NPOBOJAMUTH onepanuu 0e3
UIeHTU(UKAIUY [10JIb30BaTesl, 2 B HCAHOHHUMHBIX HICHTH()UKAIMSA 10JIb30BaTENs SBISIETCS 00s3aTeNIbHOM.

Taxke cremyeT pasmuyarth JJEKTPOHHBIE (QUATHBIE NEHBIH (PaBHBI TOCYNApCTBEHHBIM BAJIOTaM) U OJIEKTPOHHEBIE
HeduaTHbIe eHbTH (HE PaBHBI TOCYIapPCTBEHHBIM BAJIOTaM).

OCHOBHBIE COBETHI 10 0€3011aCHON paboTe ¢ IIMEKTPOHHBIMHU JICHBIAMU:

1. MlpuBsxu K cueTy MOOMJIBHBIN TenedoH. DTO caMblii YIOOHBIH W OBICTPHIH CHOCOO BOCCTAHOBHTH JOCTYI K CUETY.
IpuBs3anHblil TexehoH MOMOXKET, ecu 3a0ylenlb CBOH IUIATE)KHBIH Mapojib WM 3alifiellb HAa CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonw3yii omHopazoBbie mapond. [locie mepexoja Ha YCWICHHYKO aBTOpU3alMi0 TeOe yxe He OylneT yrpokaTh
OIaCHOCTh KPaku MJIM NepexBaTa IJIaTe)XHOro MapoJs;

3. Beibepu cnoxxHbIi napoiib. [IpectynHukam OyneT He MpoCcTo yraaaTh CJI0XKHBIN Mapoiib. HaaexxHblie maposu - 3To napoiy,
KOTOPBIC COZIepKaT He MEHee 8 3HAKOB U BKJIIOYAIOT B Ce0s1 CTPOUHbIE U IIPONUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe Kak 3HaK J0Juiapa, hyHTa, BOCKIMIATeNbHbIH 3HaK u T.11. Hapumep, $tROng!;;

4. He BBOAM CBOY JINUHBIE IaHHBIE HA CAliTaX, KOTOPHIM HE JIOBEPSICIIb.

DneKTpoHHas Mo4Ta

BHCKTPOHHaﬂ noyra - 3TO TEXHOJIOTUA U NPEAOCTABJIAEMBIC €O YCIYI'H IO NEPECBUIKEC U IMOJYUCHUIO DJICKTPOHHBIX
COOOIICHNH, KOTOpBIE paclpenenstoTcss B KOMIBIOTEPHOH ceTH. OOBIYHO 3JIEKTPOHHBIM IMOYTOBBIA SIIMK BBITJISAJUT
CIIeNyIomuM 00pa3oM: HMS_IOJNb30BaTesI(@UMs_JOMEHa. Takke KpoMe Mepefadyd IPOCTOr0 TEKCTa, HMeeTcs
BO3MOKHOCTH ITepeiaBath (ailisl.

OCHOBHBIE COBETHI IO O€30I1aCHOM PadOTE € IEKTPOHHON MOYTOM:

1. Hago BeIOpaTh npaBUiIbHBIA MOYTOBBIN cepBUC. B HHTEpHETE ecTh OrpOMHBIN BBIOOP OECIIIIATHBIX MOYTOBBIX CEPBHCOB,
OJIHAKO JIy4llle I0BEPATh TEM, KOTO 3Haelllb ¥ KTO MEPBbIil B pEUTHHTE;

2. He ykaspBail B JIMuHO# moure nu4Hyto uHbopMarmioo. Hanpumep, iydire BbIOpaTh "My3bIKaJdbHBIN (haHAT@' WK
"pok2013" Bmecto "Temal3";

3. Mcnonp3yii ABYXdTaNHy0 aBTOPU3ALUIO. DTO KOIrJa IOMUMO HapoJisl Hy’KHO BBOJUTH KOJI, IPHChIIaeMblii 1o SMS;

4. BoiOepu cinoxHBIN mapoib. s KaXkA0ro MOYTOBOTO SIIMKA JOJDKEH OBITH CBOM HAIEXHBIH, YCTOMYMBBEIA K B3JIOMY
apoJib;

5. Ecnu ecTh BO3MOXXHOCTh HaIlMcaTh CaMOMY CBOM JIMYHBIH BOIIPOC, UCTIONB3YH 3TY BO3MOKHOCTH;

6. Mcnonp3yil HECKOJIBKO IMOYTOBBIX SIIUKOB. [1epBBIi 171 YaCTHON MEPENHCKH C aapecaTaMy, KOTOPBIM ThI JOBEPSEIIb.

210 SHCKTpOHHBIﬁ aZpecC HEC Ha0 UCIIOJIb30BaTh IIPU PEruCTpallui Ha (I)OpyMaX u CaﬁTaX;



7. He oTkpbIBaii (aiiabl U Ipyrue BIOKEHUS B IHUChMaX, TaXKe €CIIM OHH MPHUIILTH OT TBOMX JApy3e. Jlydlle yrouHH y HUX,
OTHPABIISUTH JIU OHH TeOe 3T daiibr,

8. ITocne okoHUaHHS PabOTHI HA TOYTOBOM CEpBHCE TEpe]l 3aKPBITHEM BKJIAJKH C CAUTOM He 3a0y/b HaKaTh Ha "BeiidTH".
KubepOyyumiHT WM BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOymiuHr - mpecieoBaHue COOOIIEHUAMHU, COAEPKALIMMU OCKOPOIEHMs, arpecCHIO, 3allyTUBAHUE; XYIUIAHCTBO;
colyanbHOe OOHKOTHPOBAHUE C IOMOIIBIO PA3IMUHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIEC COBETHI 110 OOpHOE ¢ KHOEPOYITHHTOM:

1. He Gpocaiics B 60#. JIyummii cioco0: mocoBeTOBaThCS Kak ce0st BECTH U, €CJIM HET TOT0, K KOMY MOKHO OOpaTHTBCS, TO
BHauayie YCIIOKOUTHCS. Eci Thl HAYHENIb 0TBEYATh OCKOPOJICHUSMH Ha OCKOPOJICHHS, TO TOJIBKO ellle OOJIbIIe Pa3oXXiKellb
KOH(JTUKT;

2. Yupasnsii cBoerl kubeppenyTauueii;

3. AHOHUMHOCTD B ceTH MHUMas1. CyIIECTBYIOT CIOCOOBI BEISICHHTB, KTO CTOHT 32 QaHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYJIUTAaHCKUH 00pa3 BUPTYalbHOH KHU3HU. IHTEpHET (PUKCUPYET BCE TBOU JCUCTBUS U COXPAHSET UX.
VY namuth ux OyzaeT KpaiiHe 3aTpYAHUTENBHO;

5. CoOumtofiaii CBOKO BUPTYAIbHYIO YECTh CMOJIONY;

6. rnopupyii equHIYHbIH HeraTuB. OTHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHNS JIyHIlle UTHOPUPOBaTh. OOBIYHO arpeccust
TpeKpaInaercst Ha Ha4aJbHON CTaliH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHHUSIMH, B COIMAJBHBIX CETAX €CTh BO3MOXHOCTbH
GJIOKUPOBKHU OTIPABKU COOOIIEHUH C OIPE/ICNICHHBIX a/lPECOB;

8. Ecmu THI cBuaerens kubOepOyiummHra. TBOW NEWCTBHS: BHICTYIHTH NPOTHUB IPECleNOBaTeNs, IMOKa3aTh €My, YTO €ro
JEUCTBUSl OLIEHMBAIOTCS HETaTHBHO, IOAIEPXKAaTh JKEPTBY, KOTOPOH HY)KHa IICHXOJIOTHYECKas ITOMOIIb, COOOLIMTH
B3pOCIBIM O (haKTe arpecCUBHOTO ITOBEJCHUS B CETH.

MoOunbHbIH TenedoH

CoBpeMeHHBIE CMapT(QOHBI M IDIAHIIETHI COAEp)KaT B cede BIOJHE B3POCIBIH (DYHKIMOHAN, W TENepb OHH MOTYT
KOHKYPHPOBATh CO CTALIOHAPHBIMH KOMITbIoTepaMu. OIHAKO, CPEICTB 3aIIUTHI IS TOJOOHBIX YCTPOMCTB IOKa OYEHb
MaJ0. TecTUpoBaHUE U MOUCK YSI3BUMOCTEN B HUX NPOUCXOIUT HE TaK MHTEHCUBHO, kak ais [1K, To xe camoe kacaercs u
MOOWIIEHBIX TIPHIIOKEHHH.

CoBpeMeHHBIE MOOMIBHBIE Opay3epbl YK€ IPaKTHYeCKHd JOTHAIM HAcTOJbHBIE AaHAJIOTH, OIHAKO paCIIMpPEHUE
(yHKIMOHAIA BIEYET 3a CO00H OOJBIIYIO CI0KHOCTh M MEHBIIIYIO 3alUIIIEHHOCTb.

Jlanexo He BCe MPOU3BOJUTEIIH BEIITYCKAIOT OOHOBIICHUS], 3aKPBIBAIONINE KPUTHIECKHE YI3BUMOCTH JUISl CBOUX YCTPOUCTB.
OCHOBHBIE COBETHI 1151 0€30I1aCHOCTH MOOHIIBHOTO Telle(oHa:

Huuero He siBiseTcs mo-HacrosimeMy OecriaTHeIM. Byab ocTopoeH, Bellb Kora Tede npeaaraoT OecriaTHbIi KOHTEHT,
B HEM MOT'YT OBbITh CKPBITHI KaKUE-TO IJIATHBIE YCIIYTH;

Jymait, npexxae uem otnpaButh SMS, ¢poTo nim Buaeo. Tel TOUHO 3HaEIIb, TAE OHU OYIyT B KOHEYHOM HTOTE?
Heo06xoanmo 0OHOBIIATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yil aHTUBHPYCHBIE IPOrPaMMBbI 11 MOOMIIBHBIX Tele(OHOB;

He 3arpyxaif npuioxeHHS OT HEU3BECTHOTO HMCTOYHHKA, BEAb OHH MOTYT COJAEPXKATh BPEJOHOCHOE IPOrpaMMHOE
o0ecIIcUeHHCE,

ITocne TOro Kak ThI BBIHIEIIB C CaiiTa, Iie BBOIWII JIMYHYIO HH(POPMALIUIO, 32l B HACTPOIKH Opay3epa u yaanu cookies;
Ilepuonnuecku nposepsii, Kakue IUIATHbIE YCIYIH aKTUBUPOBaHbl HA TBOEM HOMEPE;

JaBaii cBoit HOMep MOOMIIBHOTO Tee(h)OHa TOIBKO JHOSIM, KOTOPBIX ThI 3HACIIH U KOMY JOBEpSCIIb;

Bluetooth momken ObITH BBIKIIFOUESH, KOTA THI UM He NOJb3yelibes. He 3a0biBait HHOTIA IPOBEPSTH 3TO.

Online urpst

CoBpeMeHHBIE OHJIAIH-UTPHI - 3TO KPAaCOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHNUS, OOBEIHHAIONINE COTHHU THICSY YEJIOBEK I10
BceMy Mupy. UTpoKH HCCIEenyIOT AaHHBIH UM MHUpP, OOMIAIOTCS IPYr C JPYrOM, BBIMONHSIOT 33JaHHs, CPAKAFOTCS C
MOHCTpPaMH U IIOJIy4arOT OIIBIT. 3a YAOBOJILCTBUE OHU IJIATAT: MOKYIIAIOT AUCK, OIIJIaYUBAIOT aGOHeMeHT HIIn l'lpI/IO6peTa}OT
KaKHue-TO OIIIHNHU.

Bce a1 cpencTBa HAYT Ha NOAJCPIKAHUE U Pa3BUTHE UIPHI, a TAKXKE Ha caMy 0€30MacHOCTh: COBEPIIECHCTBYIOTCSI CHCTEMBI
ABTOPHU3ALIUH, BBIITYCKAIOTCS HOBBIE NaT4u (H(POBBIE 3aIUIATKA LTS IIPOTPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nono6HBIX Hrpax CTOWT OIlacaThCsl HE CTOIBKO CBOMX COIEPHUKOB, CKOIBKO KPa)KU TBOETO MapoJIs, HA KOTOPOM OCHOBaHa
CHCTEeMa aBTOPU3AIUHU OONBIINHCTBA UTD.

OCHOBHEBIE COBETHI IT0 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:



1. Ecnu apyroit urpok BeaeT ceds MI0X0 WK CO3aeT TeOe HENPHUIATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiicss aAMHHUCTPAaTOpaM HWIPbl Ha IUIOXO€ IOBEAEHHE 3TOr0 WIPOKA, JKENAaTeIbHO IPUIOXKUTh KaKUE-TO
JI0Ka3aTeJIbCTBA B BUIE CKPUHOB;

3. He ykassbiBaii muunyro uHdopMaimio B npodaiine urpsr,

4. VBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBiuBaii HeOUIIHAIBHBIE TATYN U MOJIBL;

6. Ucrone3yit CoKHBIE U pa3HBIE TAPOITH;

7. JJaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOUaTh aHTUBUPYC. [oka ThI Urpaelb, TBOI KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WK KpaXKa JTUYHBIX JaHHBIX

OOBIYHON Kpaxkel AEHEer W JOKYMEHTOB CErofHs y)K€ HUKOTO He YIUBHINb, HO C Pa3BUTHEM WHTEPHET-TEXHOJOTHH
3JI0YMBIIIJICHHUKH [TEPEMECTUIIMCh B UHTEPHET, M TIPOJIOJDKAIOT 3aHUMAThCS "JTFOOUMBIM" 1eJIOM.

Tak nosiBUIach HOBas yrpo3a: UHTEPHET-MOUIEHHUYECTBA MM (DUILIMHT, IJIaBHAs LEIb KOTOPOTrO COCTOMUT B MOIY4EHUU
KOH(UJICHIINATIbHBIX JaHHBIX T10JIb30BaTeNEH - TOrMHOB U napoieil. Ha anrnuiickoM si3bike phishing unTtaeTcs kak GUIIUHD
(ot fishing - peiOHas noBIIsA, password - Tapob).

OCHOBHBIE COBETHI 110 O0pBOE ¢ PUIIUHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciyt ThI moJj03peBaelib, YTO TBOS aHKETa ObLla B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KUPOBATh
€€ ¥ COOOIIUTh aIMHHICTPaTOpaM pecypca 00 3TOM Kak MOKHO CKopee;

2. Vcnone3yii 6e30macHble BeO-CalThl, B TOM YUCIIE, HHTEPHET-Mara3uHOB 1 IOMCKOBBIX CHUCTEM;

3. Ucnonb3yii cinoxkHble U pasHble napoiu. TakuM oOpa3zoM, eciu Teds B3JIOMAIOT, TO 3J0YMBIIIIIEHHUKY M10JIy4aT JOCTYII
TOJIBKO K OJJHOMY TBOEMY MPOQMUITIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3MOMaINH, TO HEOOXOIMMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE TOOABIEHB! Y TEOS B IPY3bsX, O
TOM, 4TO TeOsI B3JIOMAJIH U, BO3MOXHO, OT TBOET0 UMEHHU OyJEeT pacchlIaThesl CllaM U CChUIKU Ha (DUIIMHTOBBIE CANTHI;

5. YcranoBu HajexHsli naposs (PIN) Ha MoOubHBIH TenedoH;

6. OTKITI09YH cOXpaHeHre mapoJis B Opaysepe;

7. He oTkpbIBaii (aiiasl 1 qpyrue BIOKEHUS B IMHChMAaX, TaXKe SCIIH OHH MPHUIILIK OT TBOUX JApy3ell. JIydie yTouHu y HUX,
OTHPAaBIISUIN JM OHU TeOe 3Tu (ailbl.

Hudposas penyrarus

Hudposast penyramus - 3T0 HeraTUBHAS WM O3UTHBHAs HH(popMaIws B ceTh o Tebe. Kommnpomerupyromas nHdopmarms,
pa3MelleHHas B UHTEPHETE, MOXKET CEpPbe3HbIM 00pa3oM OTpa3uThcs Ha TBOeH peanbHol xu3HU. "Ludposas penyramus” -
3TO TBOH MUMH/K, KOTOPBIi hopMupyeTcs u3 nndopmaruu o Tede B UHTEPHETE.

TBoe MecTo )KUTEIbCTBA, YIeObl, TBOC (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa M PaccKasbl 0 OJM3KHX - BCE ITO
HaKaIUIUBAeTCs B CETH.

MHorue NOAPOCTKH JIETKOMBICICHHO OTHOCATCS K NyONMKanuu JIM4HOW HMH(popMmanmu B IHTepHeTe, HE MOHUMAs
BO3MOJKHBIX TIOCTIEACTBUHA. ThI 1ake HE CMOXKEIIb AOTalaThCsl O TOM, 4TO (GoTorpadus, pasMenieHHas 5 IeT Ha3aj, craja
NPUYUHON OTKa3a MPHHATH TeOs Ha padoTy.

KommenTtapuu, pa3menieHne TBoux QoTtorpadguii U Ipyrue NeHCTBUS MOTYT HE MCYE3HYTh AaXKe MOCJe TOro, KaK Thl X
yaanunib. Thl He 3Haellb, KTO COXPaHWI 3Ty MH(GOPMAIIMIO, [OTIajla JIX OHa B IIOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIU OHA,
a [JIABHOE: YTO IOAYMAlOT O Tebe OKpYXKalollue JIIOAU, KOTOpble HalayT ¥ yBUAAT 3T0. Hailtu undopmanuto MHOro et
CITyCTSI CMOJKET JIF00OH - Kak U3 JOOPBIX NOOYKAECHUH, TaK U ¢ HAMEPEHHEM IPUUMHUTD Bpell. DTO MOXKET OBITh KTO YTOIHO.
OCHOBHBIEC COBETHI 10 3alIUTe HUPPOBOH permyTanuu:

1. Ioxymaii, mpexxae 4eM 4To-To MyOJIMKOBATh U NepeaaBaTh y ce0s B 0Jiore WiM B COLMATIBHOM ceTH;

2. B HacTpoiikax npohuiis yCTAHOBH OrPaHIMYESHUS HA IPOCMOTP TBOETO MPOMUIIS U ero COIep)KUMOTO, CIeTail €ro TOIBKO
"mist apy3en”;

3. He pa3memaii 1 He yKa3sIBail HH(POPMAIINIO, KOTOPast MOXKET KOr0-TH00 OCKOPOIATh MM OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHBIC LIKOJIBHUKU - aKTHBHBIE MOJIB30BaTeNH IdpoBoro mpocrpancTBa. OJHAKO AaneKko HE BCE 3HAIOT, YTO
MONB30BaHHE MHOTMMH BO3MOXKHOCTAMH IM(PPOBOTO MHpa TpeOyeT COONMIOACHUS IpaB Ha HHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "HHTEIUIEKTya bHAs COOCTBEHHOCTD' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSAM YEJIOBEUECKOTO YMa, HAUMHAs C HOBBIX
n300peTeHnid U 3HaKOB, 0003HAYAIONIMX COOCTBEHHOCTD HA MPOIYKTHI U YCIYTH, U 3aKaHUYMBas KHUramu, GororpadusimMu,

KI/IHO(l)I/IJ'II)MaMI/I 1 MY3bIKaJIbHBIMH IIPOU3BEACHUSMMU.



ABTOpCKHE IpaBa - 3TO IPaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHHS HAYKH, JTUTEPATyphl H UCKYCCTBA.
ABTOpCKHE TpaBa BBICTYNAIOT B KayeCTBE rapaHTUU TOTO, YTO HWHTEJUICKTYaJIbHBIA/TBOPUYECKUH TPy aBTOpa HE Oyner
HaIpacHBIM, 1acT eMy CIpaBeIMBbIE BO3SMOXKHOCTH 3apaboTaTh HA Pe3ybTaTaXx CBOEro TPy/a, MOIYyYHTh U3BECTHOCTH U
npusHaHue. HuKTo 6e3 paspelieHns aBTopa He MOXKET BOCIIPOM3BOAUTH €0 IMPOU3BENCHUE, PACTIPOCTPAHSITE, TyOIHIHO
JIEMOHCTPHPOBATh, IPOJIaBaTh, UMIIOPTUPOBATH, TYCKATh B IPOKAT, ITyOJIMYHO UCTIOJIHATD, IIOKA3bIBATH/UCIIONHATH B d(Hpe
i pasmeinaTs B HTepHere.

Hcnonk3oBanue "MUpaTckoro” mporpaMMHOTO 0OECHeUCHHs MOYKET NMPHUBECTH K MHOTUM PHUCKaM: OT MOTEPH JaHHBIX K
TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOEr0 YCTpPOWCTBa, Il YCTaHOBJIEHA HelerajbHas nporpamma. He ctouT Taxke
3a0BIBaTh, YTO CYLIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE IPOTPAMMBI, KOTOPbIE MOXKHO HAiTH B CETH.

O noptaine

CeteBUUOK.p( - TBOM ITIABHBIN COBETUHK B CETH. 3/1€Ch TH MOXKEILb Y3HATH O OE30IIACHOCTH B CETH MOHITHBIM U JOCTYITHBIM
SI3BIKOM, @ TIPY BOSHUKHOBEHUH KPUTHUYECKON CUTYallul OOpATUTHCS 32 COBETOM. A TaK)Ke NMPHHATh Y4acTHE B KOHKypcax
U CTaTh CaMbIM LHU(PPOBBIM IrpaxTaHHHOM!



